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Section 1: Overview

Introduction to Finance Security

The Finance Security Handbook is designed to assist faculty and staff in the schools and departments who need to either
request or approve system access to any of the Columbia University Financial systems. These systems include: Accounting
& Reporting at Columbia (ARC), Concur, FINSYS/Financial Front End (FFE), and the Financial Data Store (FDS).

This handbook will describe the financial systems, the various roles available to departments to transact within those
systems, and the application process. All security role requests must be approved by both the requestor’s manager and the
Departmental Authorization Function (DAF) Administrator for the school/admin unit.

DAF authority is a critical component of the University’s control system. It assigns levels of authority to University
employees to approve key transactions on the University’s behalf and details the responsibilities when reviewing and
approving transactions. Please review and familiarize yourself with the Departmental Authorization Function policy for
the University. The DAF policy can be found in the University Policy Library.

Overview of Financial Systems

There are four primary financial systems at Columbia University: Accounting & Reporting at Columbia (ARC), Concur,
FINSYS/Financial Front End (FFE), and the Financial Data Store (FDS). This handbook covers these systems. In addition,
the People@Columbia (PAC) system is used for all Human Resources transactions; consult the PAC handbook for more
information.

Accounting & Reporting at Columbia (ARC): ARC is the University’s primary financial system. It is the PeopleSoft
Financials Enterprise Resource Planning (ERP) system. The following functionality is available via ARC:

e General Ledger (GL) with Commitment Control (KK)

e Project Costing (PC)

e Payables (AP)

e Purchasing (PO)

e eProcurement (ePro), requisitioning only

e P-Card reconciliation and approval

Concur: Concur is the Columbia Travel and Expense system. It is a cloud-based solution offering paperless, electronic travel
request and reimbursement. Concur will automate travel request, booking, and expense reporting of the campus business
travel. The following access will be available:

e Concur Travel Arranger

e Concur Initial Reviewer

e Concur Financial Approver

e Travel Expense and Reimbursement Corporate Card

e Concur Adhoc Approver

e Concur Reporting Manager

e Senior Business Officer Approver Role

FINSYS: FAS was the University’s legacy financial system. FINSYS was comprised of modules to facilitate transacting and
reporting. A number of modules, and the maintenance of certain access, have been retained in FINSYS rather than being
integrated into ARC. These modules are:

e Budget Tool

e Time Collection (ZT)

e Cash Entries

e PAD Reporting

e Endowment Term Sheets
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Financial Data Store (FDS): FDS is the University’s financial data repository. Through the FDS users can access
information that will assist in managing their financial responsibilities including budgeting, transacting, monitoring and
analyzing financial activity.
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Overview of Security Roles
A security role is the specific authorization given to a user to enable him/her to complete financial activities in ARC, Concur,
FINSYS, and FDS. This includes viewing data. A user’s security roles define the activities a user can complete, including;:

e Initiating transactions in the above financial systems

e Approving transactions in the above financial systems

e Viewing data and reports in ARC, Concur and FDS

Applying for Security Access

Security roles are obtained by completing the Financial Systems Security Application which can be found in the
ServiceNow Service Catalog.

All financial security roles must be formally requested using the application and approved by both the user’s manager and
by the DAF Administrator for the school/admin unit to which access is being requested.

DAF Administrator
reviews & approves t FE acc
request directly in FinS

User completes all requiredtraining

Required Training

A user’s security access will only be granted once all training requirements for the roles requested on the security
application have been completed. The user will receive an email describing the training requirements when security access
is requested. The user will then need to complete any required training before security roles can be assigned.
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Section 2: Accounting & Reporting at Columbia (ARC) and Concur Roles

Types of Roles
Financial system security roles are divided into three basic types of roles:

e Page Access: Defines the pages a user can navigate to and the transactions a user can view/initiate. The
departments for which a user will transact are not defined for page access.

e  Workflow Access: Defines the approval authority a user has for transactions on the related Pages. Departments
must be selected as part of the role request. In addition, procurement workflow roles require dollar thresholds.
Workflow routing is based on the departments and other characteristics of the transaction, such as the dollar
amount of procurement transactions.

e Inquiry Access: Defines the data to which a user has access to view and report on. Inquiry access is generally
defined by the departments for which a user can see financial and transactional information. However, in certain
circumstances, inquiry access may be defined by ChartField (e.g., Project).

Descriptions for ARC and Concur Roles

The following tables describe the role(s) and associated training for each of the ARC modules and Concur roles. Please note
that all shaded roles indicate that the role is a special request, and will be reviewed by the University Controller’s Office, in
addition to the normal review and approval process, before the role is granted to the user.

All training courses marked with an asterisk (*) have a required Knowledge Assessment or Training Acknowledgement
associated with the training course.
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Purchasing Roles

(Procurement Ad Hoc Approver is only for users who do not have the
Requisition Approver role.)

— Securi Training Required
Role Name Description . ty g eq
Application
CU Travel Arranger Book travel for Guests Section 2.1 No training required
o Create, update, and cancel requisitions based on need and e Introduction to ARC
requests e Introduction to Purchasing
o Create and update receipts ¢ Vendor Processing
Requisition Initiator ¢ Run budget checking process Section 2.1 e Requisitions, Change
o Create, update and cancel change orders Orders, and Purchase
¢ Create and view the requestor workbench page Orders*
e Create/update receipts e Reporting Overview
. e Introduction to ARC
Create/update receipts e Introduction to Purchasin,
Receiver Only (The receiver role is part of the Requisition Initiator role. However, it can | Section 2.2 RS . J
. ; . o e Receiving in ARC
also be administered separately with only the receiver functionality) . )
e Reporting Overview
Approve requisition transactions for your department(s). There are e Introduction to ARC
7 dollar thresholds available: e Introduction to Purchasing
¢ Department Level Approval, $0 - $500 ¢ Managing Procurement
D ¢ t Requisiti e Department Level Approval, $500.01 - $2,500 Approvals*
Aepil(;‘r]r;fn equistion - Department Level Approval, $2,500.01 - $15,000 Section 2.1 o Reporting Overview
PP e Department Level Approval, $2,500.01 - $30,000
e Department Level Approval, $2,500.01 - $100,000
e Department Level Approval, $2,500.01 - $500,000
e Department Level Approval, $15,000.01 - $500,000
Introduction to ARC
The ad hoc approver role does not replace the department approver * nrocuenon o .
s . ¢ Introduction to Purchasing
i for the transaction; it inserts the user as an additional approver for .
Requisition Ad Hoc . . e Introduction to AP
the transaction. Section 2.2 .
Approver ¢ Managing Procurement

Approvals*
o Reporting Overview

Approve high dollar requisition transactions for your o Introduction to ARC

department(s). There are 5 dollar thresholds available: e Introduction to Purchasing
Department Requisition | ¢ Department Level Approval, $500,001 - $1,000,000 e Managing Procurement
Approver (High Dollar | ¢ Department Level Approval, $500,001 - $2,000,000 Section 3.1 Approvals*
Thresholds) e Department Level Approval, $500,001 - $5,000,000 ¢ Reporting Overview

e Department Level Approval, $500,001 - $10,000,000

e Department Level Approval, $500,001 - Unlimited

¢ Role enables a user to bypass the segregation of duties approval N/ A - . .

- . (Training is associated with
Bypass Purchasing requirements. Section 3.3 the Requisition Initiator and
Segregation of Duties ¢ Limited to those departments that have only one person who can ’ D d .
P - . epartment Requisition
have the Requisition Initiator and Requisition Approver roles A
pprover roles)
Notes:

Department level approval is based on the department(s) charged in the requisition or change order transaction. Users may have multiple
levels of approval, as they are not cumulative (i.e. if a user only has the Department Requisition Approver $2,500 - $15,000, he/she will
not receive any transactions in his/her worklist that are between $0-$500 or $500-$2,500 Levels).
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Accounts Payable Roles

Role Name Description As;i;?::i); 0 Training Required
¢ Introduction to ARC
Voucher Initiator Enter, update or cancel vouchers for the following voucher styles: Section 2.1 ¢ Introduction to AP
Regular, Reversal, Adjustment, Journal, and Template vouchers ’ ¢ Voucher Processing*
e Reporting Overview
Ie -, . Reviewing Travel and Business Expense Reports and Travel / Cash . * Managing Travel an-d
oncur Initial Reviewer Advances prior to Fi ial A 1 Section 2.1 Expense Approvals in
prior to Financial Approval.
Concur*
Approve the following voucher transactions for your department(s):
Regular, Reversal, Adjustment, Journal, and Template vouchers.
There are 7 dollar thresholds available: .
e Department Level Approval, $0 - $500 ° Introduct}on to ARC
Department Voucher e Department Level Approval, $500.01 - $2,500 Section 2.1 : IMntl‘Odl?CtloI? to AP t
Approver e Department Level Approval, $2,500.01 - $15,000 . A anfog:/' gi " rocuremen
e Department Level Approval, $2,500.01 - $30,000 RPP tine O .
e Department Level Approval, $2,500.01 - $100,000 ¢ heporung Lverview
e Department Level Approval, $2,500.01 - $500,000
e Department Level Approval, $15,000.01 - $500,000
Concur Financial Approving Travel and Business Expense Reports and Travel / Cash e Managing Travel and
Approver Advances. Section 2.1 Expense Approvals in
Concur*
The ad hoc approver role does not replace the department approver
for the transaction; it inserts the user as an additional approver for .
the transaction. * Managing Procurement
Voucher/Concur . ApproYals in ARC*
Ad Hoc Approver Responsible for approving Travel and Business Expense Reports and Section 2.2 * Managing Travel an.d
Travel / Cash Advances. ?g;iﬂif Approvals in
(Voucher Ad Hoc Approver is only for users who do not have the
Department Voucher Approver role.)
Concur Temporary Concur Request and Expense User (can be assigned as a Travel
Access Dtel)egate) who needs temporary access (e.g. Consultant, Affiliate, Section 2.2 No training required
etc.
Approve high dollar voucher transactions for your department(s).
There are 5 dollar thresholds available: o Introduction to ARC
Department Voucher e Department Level Approval, $500,001 - $1,000,000 e Introduction to AP
Approver (High Dollar ¢ Department Level Approval, $500,001 - $2,000,000 Section 3.1 ¢ Managing Procurement
Thresholds) e Department Level Approval, $500,001 - $5,000,000 Approvals*
e Department Level Approval, $500,001 - $10,000,000 o Reporting Overview
e Department Level Approval, $500,001 - Unlimited
Concur Financial * Managing Travel and
A Approving Travel and Business Expense Reports and Travel / Cash | Section 3.1 Expense Approvals in
pprover Advances $50,000 and over. Concur*
. . . Approving Expense Reports and Travel / Cash Advances when . * Managing Travel anfd
Senior Business Officer e N . . Section 3.1 Expense Approvals in
specific audit criteria are present (e.g. Policy Exceptions) Concur*
¢ Role enables users to send ARC voucher files from integrating : Eggjﬁzzgﬁ :2 iI;C
Interface Voucher systems (e.g., IDX, Skire, VPay) Secti R
Processin, o Can also select additional role to process single payment vouchers ection 3.2 DB
8 P g€ paym Vouchers*
to one-time vendors . .
¢ Reporting Overview
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Accounts Payable Roles

.. Securi q.c :
Role Name Description 3 ty Training Required
Application
Bvpass Accounts e Role enables a user to bypass the segregation of duties approval N/A. (Training is associated
yP . requirements. . with the Voucher Initiator and
Payable Segregation of . Section 3.3
Duties o Limited to those departments that have only one person who can Department Voucher
have the Voucher Initiator and Voucher Approver roles Approver roles)
Additional Account N/A. (Training is associated
Role enables user to charge procurement transactions to non-expense . with the Voucher Initiator and
Access for Procurement Section 3.4
Transactions accounts Department Voucher
Approver roles)
Notes:

Department level approval is based on the department charged in the voucher transaction. Users may have multiple levels of approval,
as they are not cumulative (i.e. if a user only has the Department Voucher Approver $2,500 - $15,000, he/she will not receive any
transactions in his/her worklist that are between $0-$500 or $500-$2,500 Levels).

Procurement Initiator and Approver Roles also require a requestor profile:
e Origin: generally the prefix of your administrative department. This assigns a default department to the transactions you
create to facilitate reporting and searching for transactions.

Procurement Card Roles

¢ Reallocate/approve ChartStrings
Must have DAF voucher approval authority of $2,500 or greater

B Securi Aed -
Role Name Description ] ty Training Required
Application
(NOT AVAILABLE TO ALL USERS, ISSUED ON A LIMITED
Travel and Business BASIS ONLY) o Travel and Expense
Expense Corporate Card | Provides user with a Procurement Card (P-Card) in order to make Section 2.3 Corporate Card Policy and
Holder eligible travel purchases for non-Columbia employee business and Usage Training *
travel expenses.
Provides user with a Procurement Card (P-Card) in order to make . .
P-Card Holder eligible purchases of goods and limited services up to $2,500. Section2.3 * Classroom training
. . . . . e N/A (training associated
P-Card Reviewer Enables user to view P-Card transactions of assigned cardholder(s). Section 2.3 with P-Card Holder role)
e Review and recorTcﬂe transachon§ for assigned card(s) e Introduction to ARC
. e Allocate ChartStrings for transactions . e
P-Card Reconciler . . Section 2.3 e Reconciling P-Card
¢ Input business purpose and attach receipts L9
. . Transactions
o Flag disputed transactions
. Fewewt.and approve trar}slcactlogs fc.):héssijgn.ed Ca.rd(s);l.er.lsure e Introduction to ARC
P-Card Approver ransactions are appropriate and within University policies Section 2.3 « Reconciling P-Card

Transactions*
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General Ledger Roles

values.

¢ Role is given to users who need to create special journal entries,

... Securi : 5g
Role Name Description ] ty Required Training
Application
e Introduction to ARC
Internal Transfer Enter internal transfer journal entries online or using the worksheet . o Introduction to GL
iti Section 2.4 .
Initiator upload tool e Journal Entries*
e Reporting Overview
e Introduction to ARC
Internal Transfer View and approve internal transfer entries in ARC Section 2.4 * Introdqctlon to GL
Department Approver e Managing GL Approvals*
e Reporting Overview
¢ Role enables user to bypass the segregation of duties approval
R requirement, for users with both Internal Transfer Initiator and
Bypass Segregation of N/A
. Internal Transfer Approver roles. AT . .
Duties on Internal . . (Training is associated with the
. e Applies only to expense transfers and unrestricted fund transfers o
Transfer transactions . . . Internal Transfer Initiator or
and does not allow user to bypass foreign approval of transactions, | Section 2.4
. Internal Transfer Approver
when applicable.
roles)
Provides access to ARC ChartField request form for the purpose of e Introduction to ARC
ChartField Requester requesting changes and/ or updates to ChartField and attribute Section 2.4

e Introduction to GL

e Introduction to ARC
Introduction to GL

Access

assigned to each user by campus

General Journal Initiator transacting on the balance sheet. Section 3.6 : ] 1 Entries*
¢ Enter journal entries online or using the worksheet upload tool. ournal BRIres”
e Reporting Overview
¢ Introduction to ARC
e Role is typically given to users needing access to approve special .
Creiel oL journal entries, transacting on the balance sheet. Section 3.6 ° Introdqchon wEk
Department Approver . . . e Managing GL Approvals*
e View and approve journal entry pages in ARC . .
e Reporting Overview
e e e Enables user to approve changes and/ or updates to ChartField . e Introduction to ARC
Department Approver and attribute values via the ARC ChartField request form Section 3.5 e Introduction to GL
P PP e Role should only be requested for Senior Business Officers
L e Introduction to ARC
Departmental Cash ¢ Role enables user to enter cash transactions in ARC e Introduction to GL
Account Initiator (and o Role is associated with the appropriate bank account department Section 3.7 .
. e Journal Entries*
Inquiry) (25XXXXX) . q
e Reporting Overview
¢ Introduction to ARC
Departmental Cash e Role enables user to approve cash transactions in ARC e Introduction to GL
Account Approver (and | e Role is associated with the appropriate bank account department Section 3.7 ¢ Journal Entries*
Inquiry) (25XXXXX) and school/admin unit department(s) ¢ Managing GL Approvals*
e Reporting Overview
¢ Enables user to enter internal transfer transactions against specific
recharge accounts and bypass foreign department and SPF
approval. ¢ Introduction to ARC
Grant Recharge Center o Transactions will be routed to the Internal Transfer Approver for . o Introduction to GL
i Section 3.8 .
Initiator the recharge department, rather than the approver for the ¢ Journal Entries*
department being charged. e Reporting Overview
e To be a grant recharge center initiator, department must have a
grant recharge license, issued by SPF
o Enables user to enter internal transfer transactions against specific e Introduction to ARC
Non-erant Recharee recharge accounts and bypass foreign department approval. e Introduction to GL
Cent(-i‘ Initiator 8 e Transactions will be routed to the Internal Transfer Approver for Section 3.8 « Journal Entries*
the recharge department, rather than the approver for the . .
. e Reporting Overview
department being charged
Special Business Unit e Provides access to special business units (e.g., Kraft Center or Reid
P Hall), in addition to the standard Columbia business units Section 3.9 No training required
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Reporting Roles

Reporting Roles

Advanced PS Query
Reporting

reports.

Blocking Payroll Natural Accounts is different from PAD access;
PAD is given in FINSYS/FFE and governs employee-level payroll
detail.

Role is given to users who need to create their own queries in the
ARC Reporting environment.

Users must also have the financials inquiry role; advanced
reporting departments must match the financial inquiry
departments.

- Securi c o
Role Name Description g ty Required Training
Application
Provi i i i i h AR
rovides inquiry access, q.uery access and reporting (in bot! C The following training is not
and FDS) of financial data: X ) .
. Section 2.4 required but highly recommended
. . . e  Journal entries and account balances . .
Financials Inquiry . . --Or-- e Reporting Overview
*  Chartfield attributes Section 2.5 ¢ Reporting for Inquiry Onl
e  Budget details, budget exceptions, and budget checking ’ P J quiry -y
e Project costing
o Specific to those users needing access to inquire and report on
Procurement transactions (AP/PO) directly in ARC.
e View queries and reports for requisitions, purchase orders, . The following training is not
. Section 2.1 . . .
. receipts, vouchers, payments and contracts. required but highly recommended:
Procurement Inquiry . . --Or-- . .
o Create and view requester workbench page/view. Section 2.2 e Reporting Overview
¢ View vendor information and inquiries with the exception of the ’ ¢ Reporting for Inquiry Only
payable link and the financial sanctions inquiry page.
e Run ARC delivered and customized vendor reports.
e Provides access to run reports which includes travel and business
Concur Reporting expenses for all users in the reporting manager’s Sub-Division unit
Manager and WTI generated reports via email weekly and monthly. Section 2.2 No training required
o Access assigned at the Dept Tree Level 6 node
o This excludes payroll balances in all financial reporting (ARC &
FDS). This role should be given in rare circumstances when a user
should not see payroll balances (balances on payroll Accounts) -
this will limit a user’s ability to run certain reports and will result
. . . N/A
Block Payroll Natural in certain reports having blank rows. Section 2.5 (Training is associated with the
Accounts ¢ Excluding payroll balances also limits the ability to run COB ’ &

Section 3.10

Financial Inquiry role)

e Introduction to ARC
e Reporting Overview
e PS Query Reporting*®
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Special Considerations for FDS Reporting:

e Financials Inquiry - there are four potential components that can be granted:

(e]

Financials Inquiry - access is granted via the Financial Systems Security Application, and departments for
inquiry are assigned along with the inquiry role.

Block Payroll Natural Accounts - this would be an unusual request, to limit access to view payroll totals by
blocking payroll natural account lines in reports. Blocking payroll accounts will preclude a user from running
COB reports as well, even if he/she has access to the budget tool.

PAD Access - Provides access to detailed payroll reporting by employee. PAD is governed by FINSYS/FFE
security access, and is described in more detail in the FINSYS/FFE section of this handbook (see “Section III -
FINSYS/FFE Roles”).

Reporting by ChartField - Reporting access is typically granted based on department-level access to data.
However, in certain circumstances, access can be given based on ChartFields rather than departments. Special
reports, such as Summary Reports by ChartFields, utilize “ownership” of Project, Initiative, or Segment. Owners
can see all activity for these ChartFields, across all departments.

= There are special FDS reports designed for Projects, Initiatives and Segments that base security on the
“Responsible Person” or “Report Distribution” attributes on the Project, Initiative or Segment.

= A user would apply for this access using the Financial Inquiry Application (an application separate from
the Financial Systems Security Application)

1. Types of Reports:

Department Project
(or Initiative or Segment)

. . [cannn |
Y /

B Y

2. Roles needed to run each type of Report:

Role Department Reports Project, Initiative or
Segment Reports
Financials Inquiry “Yes” + Department(s) “Yes” only
PAD Access (if needed)  “I” + Department(s) “I” only
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Section 3: FinSys Roles

Types of Roles

There are four types of access that can be granted in the FINSYS modules:

e Inquiry (I): can view information, but not process transactions.

e Initiator (Create/ Modify/Delete CMD): gives processing rights, and automatically includes inquiry rights.

e Preliminary Approval (P): gives preliminary approval rights, and automatically includes inquiry,
create/ modify/delete. Final approval of a transaction will still be required.

e Final Approval (F): gives final approval rights for the transaction, and automatically includes inquiry,
create/ modify/ delete.

FinSys Modules / Roles

FinSys Modules / Roles

Role Name

Description

Security
Application

Training Required

Budget Tool (BUD)

e The Budget Tool module is used for entering and revising
departmental fiscal year budgets and enables user to input a current
estimate and three future year budgets.

o If the user has General Journal access in ARC the Budget dept(s)
should be the same as the Journal dept(s).

e Provides inquiry access to view current and previous year prior
month-end, prior full year and fund balance information.

e Budgeting access is required for COB reporting access.

Section 4.6

e Introduction to ARC
¢ Budget Tool

Cash Module
(CSH)

e The Cash Module is used to record all cash and checks received by the
University.

o Please review the Cash Receipts Policy in the Administrative Policy
Library before applying for access to the Cash module

e Once entered and approved in the system, all monies received by
departments (other than Controller’s, Treasury and Development) are
to be brought to Student Financial Services for deposit.

Section 4.5

¢ Using FFE for Cash
Deposits

PAD - Payroll
Detail Reporting
Information (PAD)

e PAD access is necessary in order to see payroll detail in FDS.

o This is highly sensitive information and should only be granted if
needed.

e Inquiry (“I”) access allows a user to see detailed payroll data in reports

e Transaction (“CMD”) access is required for a user to make detailed
payroll updates in the Budget Tool.

Section 4.7

N/A
(Training is associated with
the Financial Inquiry role)

Time Entry
Module (ZT)

o There are three types and each is a separate module:
o Create payroll time entries for Casual Employees.
o Add or subtract pay from Bi-weekly Support Staff payrolls.
o Add or subtract pay from Weekly Union Staff payrolls.

Section 4.1
Section 4.2
Section 4.3

o Using the FFE Time
Collection Module

Endowment Term
Sheet (END)

This grants access to the Endowment Term Sheets (via the Endowment
Administration website) which contain key terms and restrictions for the
University’s endowment funds.

Section 4.4

¢ Endowment
Administration and
Compliance Certification
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Section 4: Requesting Access on the Columbia University Financial Systems Security Application

Accessing the Application

The Financial Systems Security Application (FSSA) is available via the ServiceNow Website.
1. Please go to ServiceNow and log in with your UNI and Password.
2. You will be presented with the Finance Service Desk Homepage. In the left-hand menu, right under Self-

Service click the link to “Service Catalog.”

Once selecting Service Catalog menu, you will be directed
to the ServiceNow Customer Portal. In the left-hand side
right under Departments click on Finance, then on
Security Application Requests. You are now under
Security Applications where you will select “Financial
Systems Security Application.”

When you are in the ServiceNow Customer Portal and
click on any of the Security Application Requests, these
forms will appear in a new window/tab. Please note that
the left navigation bar will still be available within the
original window/tab, it is just the application itself that
will open in a new window/tab.

Completing the Application

Section 1 - User Information

&2 COLUMBIA UNIVERSITY

ServiceNow Customer Portal

> >

The FSSA may be used to request access for yourself or access on behalf of another user. Collects information on the
applicant, the manager or DAF Administrator who will need to approve the application when requesting access for
yourself or collects information on the requested by person, requested for person, the manager or DAF Administrator
who will need to approve the application when requesting access for another User.

First, select to identify who you are requesting access for:
Section 1: User Information
Who are you requesting access for?

@ |am requesting access for myself

1 am requesting access for another User
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1.1 Manager/Departmental Administrator Information

If requesting access for yourself, enter your manager’s
UNI, or the person in your department who is
responsible for reviewing and approving the ARC roles
requested. Once the UNI is entered, the rest of the
Manager’s information is auto-populated.

If requesting access for another user, enter the user’s
UNI, enter the manager’s UNI or the person in the
department who is responsible for reviewing and
approving the ARC roles requested. Once the UNI is
entered, the rest of the Manager’s information is auto-
populated.

Note: If you are the designated manager in addition to
being the requester, type in your UNI in the manager’s

field and it will route directly to the DAF Administrator.

1.2 User Type

Select the employee type. Access begin and end
dates are required for:

¢ Consultants/Temps (access should be
granted for no more than 90 days at a time)
e Affiliates (access should be granted for no

more than 1 year at a time)

Consistent with the DAF Policy, only Officers may
be granted transaction approval roles. Approval
roles will be greyed out on the application for other
User Types, so these roles will not be able to be
selected.
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Section 1: User Information
Who are you requesting access for?

@  1am requesting access for myself

| am requesting access for another User

Requested By:

ac3558 Alma Ndiaye

Requested For:

Alma Ndiaye Alma Ndiaye

1.1: Manager/Departmental Administrator Information
Manager's UNI: Manager's Name:
je2015 * Jacqueline Erickson

Section 1: User Information

Who are you requesting access for?

| am requesting access for myself
@® | am requesting access for another User
Requested By: Requested By Name:
ac3558 Alma Ndiaye

Requested For:

mn181 * Mark Neuman

1.1: Manager/Departmental Administrator Information
Manager's UNI: Manager's Name:
je2015 x Jacqueline Erickson

1.2: User Type
CU Officer
CU Support Staff
CU Casual
Consultant/Temp - expiration date should not exceed 20 day

Columbia Affiliate - expiration date should not exceed 1 year

Access begin date required

2020-09-30

Access expiration date required

2020-12-29

revised 11.20.2020
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1.3 Access Type

Enter the type of access request. New/Update 1.3: Access Type
Access - access is added; Replace Access - deletes

existing security access and replaces it with the new

request.

* Request Access Type

I Mews f Update

— Mone --

Replace

1.4 DAF Administrator for departments to which you are requesting access

The DAF Administrators are the Senior
Business Officers for the school/admin
unit who are authorized to grant access to
a certain set of departments.

Select the school/admin unit for the
departments to which requesting access.
For example, if requesting access to
Chemistry, select Arts & Sciences from the
menu. Click here for a complete list of
departments and the associated DAF
Administrator group.

Section 2 - ARC/Concur User Access

1.4: Select DAF Administrator for departments to which you are requesting access

* DAF Department:

Alumni & Development

Architecture, Planning & Preservation

Arts & Sciences

Arts, School of the

Section 2 lists all of the Procurement, P-Card and General Ledger roles that are typical for departmental users of ARC.
For a complete description of all of the roles, see pages 4-8 of this handbook.

Section 2.1 contains the typical
procurement roles a user would request,
relating to the purchasing and payment of
goods and services, including Requisition
Initiator and Approver roles, Voucher
Initiator and Approver roles and Travel
and Business Expense roles in Concur,
including CU Travel Arranger, Concur
Initial Reviewer, and Concur Financial
Approver. These roles require:

e an origin code (generally the prefix
of a user’s administrative
department) with the exception of
the CU Travel Arranger

e the Inquiry department(s)/node(s)
for which the user can see
transactions.

Section 2: ARC/Concur User Access
2.1: Procurement - Requisitions, Vouchers and Expense Reports 7]

These roles,

pt for the Concur roles, automatically grant Procurement Inquiry in ARC. If reporting access (FDS) is required, select "ARC Online Reporting Only" under Section 2.5.

Roles:

CU Travel Arranger

Requisition Initiator (Requires Training)
Voucher Initiator (Requires Training)
Concur Initial Reviewer (Requires Training)

Department Requisition Approver (Requires Training)

Oo0o0oo0oo

Department Voucher Approver (Requires Training)

Concur Financial Approver {Requires Training)

*Origin (Requester Profile):

1D5 - Department Service Agreements
1MA - Master Agreements
1ME - Medical Equipment Maintenance

1UW -- UWPA Contract

A&S— ARS Core General
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When an Approver role is selected, Concur Financial Approver Departments and Dollar Thresholds
provide the:
e Dollar threshold(s) for

transactions to be approved. * Approval Dollar Range (check all that apply):
Users may have multiple levels of $0- 5500

roval hey are n
approval, as they are not 501 $2,500

cumulative. If $501-$2,500 is
selected, the user will not receive
any transaction above or below §15,001 - 550,000
those amounts.

e Department(s)/node(s) for
transactions to be approved.
Select the departments from the
left column and click the I‘ight 010800X OGC Office of General Counsel
column. To remove a selected 0108103 0GC Settlaments
department, highlight the
department in the right column
and click the left arrow. Only a
certain number of departments
can be accessed with the scroll bar
- use the search bar above the list
of departments to search by
number or name (type an * and
then start typing the name).

§2,501 - $15,000

*Requisition/Voucher approver and Concur reviewer/approver for the following department(s) / tree nodes(s)

2.2: Procurement - Exception Roles

Section 2.2 contains additional

procurement roles, typically for users who Roles:

don’t already have a role in section 2.1 (as Receiver Only (Mo other Initiator Roles) (Requires Training)
the access is part of those roles).
Procurement Inquiry will allow a user to
inquire, view queries and report on
procurement transactions. The Inquiry role
will require the user to select the Inquiry
department(s)/nodes(s) for which the user * Division Node "Level 6"
should view transactions. This section [|

includes the following Concur roles, e —

Requisition Ad Hoc Approver (Requires Training)
Vioucher/Concur Ad Hoc Approver (Requires Training)
Concur Reporting Manager

Concur Temporary Access

0o0oReODO

Procurement Inguiry Only

Voucher/Concur Ad Hoc Approver, 100200% CAD Ofice of the SEVP

Concur Temporary ACCQSS and Concur 101000X EMV Environmental Stewardship
Reporting Manager (provides access at a 140200X FIN EVP of Finance

level 6 node(s)). 140300X FHR Finance Human Resources

140400X FIM Finance Service Management
Section 2.3 contains the P-card and Travel =~ =" @
Business Expense Corporate Card. A P- S
card is a credit card that may be used for -
non-travel related small dollar purchases. prarti AP
The Travel Business Expense Corporate
Card is issued on a limited basis to certain

this is NOT a Card application,

nistrator will

further

departments for guests and visitor travel Travel and Business Expense Corporate Card Holder (Requires Training)
. O P-card Holder (Requires Traininy
needs. Users will be contacted by the P- Do !
card team to ensure they are linked to the D P econcle e e
O p-card Approver (Requires Training)

appropriate cards.
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Section 2.4 contains the typical general 2.4: General Ledger
ledger roles, related to revenue and

expense transactions, that a user would

request, including Internal Transfer Roles:

Initiator and Approver and ChartField
Requester. The Internal Transfer Initiator
and Approver roles both require the user to
select the Inquiry department(s)/nodes(s)
for which the user should view
transactions. For a user that is both an * If Internal transfer dept approver is selected, please fill in the following fields:
Internal Transfer Initiator and Approver, |'|

the Internal Transfer Segregation of Duties
Bypass may be requested, which would

allow the user to approve expense and
unrestricted fund transfers that the user 0108103 OGC Settlements

created. 010810X OGC Office of General Counsel

B0

Internal Transfer Initiator (Requires Training)

Internal Transfer Department Approver (Reguires Training)

Bypass Segregation of Duties on Internal Transfer transactions

ChartField Requester

010800 OGC Office of General Counsel

0108102 OGC Office of General Counsel

100000X CAD Central Admin

When an Approver role is selected, select
the department(s)/tree node(s) for
transactions to be approved. Select the
departments from the left column and click
the right arrow to move to the right
column. To remove a selected department,
highlight the department in the right
column and click the left arrow. Only a
certain number of departments can be
accessed with the scroll bar - use the search
bar above the list of departments to search
by number or name (type an * and then
start typing the name).
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Section 2.5 contains additional general

ledger roles, typically for users who don’t

already have a role in section 2.4 (as the

access is part of those roles). The ARC

Online Reporting role allows access to inquire and run reports in ARC and FDS. This Inquiry role will require
selecting the Inquiry department(s)/nodes(s) for which the user should view transactions. Report access is typically
granted based on department-level access to data. Where appropriate, reporting access may be requested based on
ChartField attributes rather than departments (complete the Financial Inquiry Application in the ServiceNow Service
Catalog).

If a user should not have access to summary payroll information in reports, select the Block Payroll Natural Accounts.
This will restrict the ability to run COB reports.
2.5: General Ledger - Exception Roles @
Select "ARC Online Reporting Only" if access to FDS is required but user does not have General Ledger transactional roles (in section 2.4).

Please add CU_SEC_CS_ACCT_INQRY_ALLACCNTS access and remove the exclusion to payroll natural accounts CU_SEC_CS_ACCT_INQRY_PYEXCLINQ

Roles:
ARC Online Reporting Only (includes Financial Data Store)
[0 Block Payroll Natural Account lines in financial reports (ARC/FDS - Mo COB reporting)

(] Restore All Accounts Inquiry

Inquiry Departments for roles selected in section 2.4

* Inquiry departments for roles selected in section 2.4 and/or section 2.5
010800X OGC Office of General Counsel

0108102 OGC Office of General Counsel

0108103 OGC Settlements
010810% OGC Office of General Counsel

100000X CAD Central Admin
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Section 3 - ARC Special Requests

Section 3 lists all of the special request roles for ARC secpecpetuzsnpest 0
and Concur use, which are enhanced levels of access
needed by a select group of users. If these are not
required, please do not select access in this section.
Special roles will be reviewed and approved by the
Controller’s office. For a complete description of all of
the Special Request roles, see pages 4-8 of this
handbook.

Click “More information” on the form for details on the
Special Requests, and click “Yes” if roles in this section
are needed.

Roles in Section 3 include: Section 3: ARC Special Requests

3.1 Procurement - Senior Approval Thresholds

e Approval of procurement transactions over
$500,000. Select the dollar threshold(s) and the
department(s)/node(s) for transactions to be
approved. Concur Special Roles are the

Roles:

Concur Financial Approver for $50,001 to |:| D:'I?It 1_”' t__":CCLI JI'_II\)I o ) __ ) ﬁl Ic:;__TI I __I -

unlimited access and Senior Business Officer - DepartmentVoucher Approver (Requires Training)

Approver which provides approval access at Concur Financial Approver (Requires Training)

the level 5 node(s). Select the departments Senior Business Officer Approver (Requires Training)

from the left column and click the right arrow Concur Financial Approver High Dollar Thresholds

to move to the right column. S - '
$50,001 - unlimited

e Access to send voucher files from integrating
SyStemS (eX: Fadhties’ Patient Refunds) Enter Requisition/Voucher approver for the following department(s) / tree nod
e Bypass the segregation of duties requirements
for procurement transactions. This is granted
in very limited circumstances to small Division Node "Level 5°
departments.
e Access to additional accounts for procurement
transactions (revenue and balance sheet
accounts). This is primarily granted to certain
central departments.
. Approval of ChartField Request forms, for 3.8: General Ledger - Recharge Centars @
users who are responsible for a school/admin
unit’s budgeting and finance structure.
e Initiate or approve general journal entries
(access to balance sheet accounts). Initiator
access is primarily granted to certain central
departments. Each school/admin unit should

m
LR

% 140400X FIN Finance Service Management

% 14ADO00X FIN Administration

have a senior financial officer with General Roles:
]ournal Approval. Grant Recharge Center Initiator (Requires Training)
e Initiate or approve cash transactions for Non-Grant Recharge Center Initiator (Requires Training)
departments that have bank accounts.
e Initiate grant and/or non-grant recharge center Enter License Number.
transactions, which bypass normal workflow. 123456
License number(s) and department number(s)
are required. Enter Recharge Center Initiator for the following departments:

* 1404102 FIN Finance Service Center
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Access additional business units. Users are
granted standard business units based on
campus (Morningside/ CUMC); this would be
requested if additional business units are
needed.

PS Query reporting access (requires SQL
knowledge for senior financial or technical
users).

Section 4 - FinSys User Access

O rsaqu

Section 4 lists the roles needed for viewing or transacting in FinSys. These include ZT time entry, Endowment Term
Sheets, Cash Module, Budget Tool, and PAD. This access is set up by the school/admin unit DAF Administrator.

For a complete description of all the roles, see page 10 of this han

In FinSys:

Inquiry access allows a user to view information.
Initiator access allows a user to create, modify,
delete and view information.

Preliminary Approver access allows a user to give
preliminary approval (will not commit the
transaction for processing) and to create, modify,
delete and view information.

Final Approver access allows a user to approve a
transaction, and to create, modify, delete and view
information.

Section 4 access includes:

Sections 4.1 - 4.3 allow access to the ZT time entry
modules for casual employees, union/non-union
bi-weekly support staff, and weekly union staff.
Section 4.4 allows access to view key terms and
restrictions of funds on the Endowment Term
Sheet website.

Section 4.5 allows access to the Cash module to
record all cash and checks received at the
University.

Section 4.6 allows access to the Budget Tool to
view, enter and revise departmental budgets.
Access to budget detailed payroll also requires
PAD Initiator access.
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e Section 4.7 grants the ability to see payroll detail
in FDS reports. This is highly sensitive
information and should only be requested if
needed. PAD Initiator access also allows a user to
budget detailed payroll in the Budget Tool.

PAD access is typically granted based on
department-level access to data. In certain
circumstances, reporting and PAD access can be
given based on ChartField attributes rather than
departments (complete the Financial Inquiry
Application in the ServiceNow Service Catalog).

All access in section 4 will require the user to select the Inquiry department(s)/nodes(s) for which the user should view
transactions, and if an approval role is selected, or for which a user can approve transactions. There is a single Inquiry
selection box for sections 4.1 - 4.6, however, PAD access has a separate selection box. Select the departments from the
left column and click the right arrow to move to the right column. To remove a selected department, highlight the
department in the right column and click the left arrow. Only a certain number of departments can be accessed with
the scroll bar - use the search bar above the list of departments to search by number or name (type an * and then start

typing the name).

Section 5 - Historical Data (FY12 and earlier) Read Only Access

Section 5 lists the roles needed for reviewing historical
data (FY12 and earlier) in the legacy financial systems.
This access is set up by the school/admin unit DAF
Administrator. As these systems are based on FAS
departments, the roles in this section are based on old
FAS department numbers, rather than ARC
departments/nodes.

Click “Yes” if roles in this section are needed.

Access may be granted to:
e AP/CAR - Invoice inquiry through canned

reports
e BUD/DARTS - Inquiry to the General Ledger
and payroll reports

e PAD - Payroll detail in DARTS

21 of 28
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Section 5: Historical Data (FY 12 and earlier) Read Only Access

5.1: Legacy System Access (Read Only) setup by DAF Administrator

Note: This grants access to AP/CAR data in the University Data Store.

O ap/car

Note: This grants access to FAS data including COB in the DataWarehouse.
J BUD/DARTS

Note: This grants access to payroll detail in DARTS.

O pap
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Submitting the Application

Once you have completed all necessary sections of
the application, and have agreed to the terms of | ©
agreement, click on the “Order Now” button. This
will not release your application for approval but will
save it to your “shopping cart”.

On the Checkout page you must click “Checkout” in
order to submit the application. If you leave the page
without checking out, you will receive a daily
automated reminder that checkout must be
completed within 15 days or the application will be
deleted. The saved form will be located in “My
Shopping Cart” in the left navigation bar.

Once you have submitted the application, you will
receive a  security  application = number
RITMXXXXXXX. You should use this number to RITMO104481 | Financial Svsterns
locate the application in ServiceNow or reference Security Application )

the application with the Finance Service Center if

REQO099641 | Requested Iltems

- Waiting for Approval (Approwved)
you have any questions. You will also receive a _ _ _
request number REQXXXXXXX. This represents () DAF Approval (In progress)
the overall request, which may have one or more Completed (Pending - has not
“item(s)” or application(s). started)

Please note, the Checkout page references a delivery time of 5 days (or 7 if weekends are included). This is based on an
average of 3-5 business days for processing, once all training (if required) has been completed. As the timing for manager
and DAF approval and completion of training may vary, time to completion of your application may vary.

Once submitted, you (and, if applicable, the user who you requested access for) will typically receive two email
communications. One is an automated email notifying that your request has been opened and including the REQ and RITM
numbers. If the application contains any roles that require training, the second email provides further detail about the
training requirements. This email will list the roles that were selected on the application which require training to assist in
completing training.

Application Processing

Once you submit the application, the application may pass through various stages to completion:

e Manager Approval (selected in Section 1.1). Your manager is able to return the application to you for editing. You
will receive an email communication if this should occur. You can locate the application by clicking “My Service
Requests” in the left navigation bar, which will display all applications you have submitted. When you click on
the RITM number, you can edit the application as requested and return by clicking “Resubmit to Manager for
Approval”. Please note, if you need to adjust the departments selected on the form, you must click “Reload”,
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located in section 1.4 of the form. This will reload the entire list of departments belonging to the DAF Department

selected.
{ === Requested Item - RITM0104481

1.4: Select DAF Administrator for departments to which you are requesting access

sk DAF Department:

Central/General/Finance/Other Q

Reload all department(s)/node(s)?

Reload

If you completed the application on behalf of another user, and you were also entered as the manager, the
application will skip this step and be routed directly to the DAF Administrator for approval.

e DAF Administrator Approval (the security administrators for the school/admin unit selected in 1.4). You will
receive an email confirmation when the DAF Administrator approves the request, unless you have selected any
special request roles in Section 3 of the application.

e Controller’s Office Approval. This approval step will only occur if you select any special request roles in Section
3 of the application. You may be contacted for further information about your request. You will receive an email
confirmation when the Controller’s Office approves the request.

¢ Finance Training Review. The Finance Training team will review that all required training has been completed by
the user. They will communicate as needed on outstanding training.

e Security Set Up. The CUIT Financial Security team sets up requested roles.

e P-card. This step will only occur if you selected a P-card role in section 2.3.

Once all steps have been completed, you will receive an email confirmation that access has been established. If you are a
new user, or requested to add/update any reporting or inquiry roles, please note that your access will not be active until
the morning following the date of the email. Otherwise, the access requested will be available.

Application Status

You can check the status of any application
submitted. Click on “My Service Requests” in the left
navigation bar and then click on the blue arrow in the
“Stage” column to expand the status check.

w
i
b
n
F
B
g
-2
N
&
w
e
H
w
i

= Tt

In addition, a manager or DAF approver can also | « & wun s
check the status of an application that they have
approved. Click on “My Approvals” in the left
navigation bar and then click on the RITM number to
view the application. Once the application has ' D
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opened, click on the information button to the right
of the Request field.

Scroll down to the Requested Items tab, then click on
the blue arrow in the “Stage” column to expand the
status check. D own sl s P

The stages that the Financial Systems Security -
Application will pass through are listed in the Stage

Waiting for Approval (Approved)
Manager Approval (Completed)

Column: Returned for Edit (Completed)
e A green checkmark indicates a stage has DAF Approval (Completed) |
been Completed_ Training Review (Completed) 1
e A blue arrow indicates that a stage is in Security Setup (Completed)
P-Card Request (Completed)
progress.
. . . . Completed (Completed)
e Ared “X” indicates that the application was
rejected.
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Section 5: Finance Security Applications - Manager Approval Process

All Finance security requests must be approved by the manager of the applicant. If you are listed as the manager on a
security request which you did not also submit, you will receive an email notification instructing you to log into ServiceNow
and approve, reject or return the application for edit. The email will indicate what type of application it is (“Financial
Systems Security Application”), who requested access, and who it is requested for. If an application was completed on a
user’s behalf by someone who is also that user’s manager, it will skip the manager approval step.

Steps to Review and Approve a Security Application

1 Log into ServiceNow using the link provided in the email.

2 In the left-hand menu of ServiceNow click
on “My Approvals”. From the list of
security applications awaiting your
approval, click on the RITM number you
need to review. If you have multiple
requests pending, you will need the RITM
number to differentiate the items on your

list.

This requires your approwval
You also have the option of approving it in e T IADA G5 T
our new Columbia University ServiceNow Task state: Open

Created: just noww

Customer Portal.

A

Atrttachments ,@

3 Once you click on the RITM number, a
copy of the application form will open for
your review. Information about the
application, who requested the access, and
who it is requested for is listed at the top. Nk RTHLIEL Opred | MDA
Once you are done reviewing the
application, click on the arrow in the
upper left corner of the request to return to gt REEA 0 lpdedly |
your approval list.

(= et tem- ATWILOEL # 4

Bem  Financial Systems Security Appécation ) Updsted 02T 0B5ENT

OpenedBy  ackih 0] Requestedfor  abelll

=

Name  Mima Ndiaye Neme | Aleis Cohen
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From the approval list, click on the
“Requested” link in the “State” column
next to the application you have just
reviewed. An approval screen will open.
To approve the request, click on
“Approve”. To reject the request, click on
“Reject”. To return the request back to the
submitter to make changes, click on
“Return for Edit”. Please remember to
include comments on these requests so
that the person submitting the application
knows what roles need to be updated.

The email notification that the manager
received to inform that approval is
pending also contains hyperlinks to
approve, reject or return for edit by email.

{ = Hporoval-Requested e RTHOL0A381

Summary oftzm being approved

Destription

1 e

Rpproving Requested ltem: RITMDI04301

Price Quantity Tota!

5000 1 5000

Once approved, the application will be removed from your “My Approvals” queue, and sent to the DAF

administrator for his/her review and approval.

Section 6: Finance Security Applications - DAF Administrator Approval Process

All Finance security requests must be approved by the DAF Administrator for the departments to which access is being
requested. If you are listed as the DAF Administrator on a security request, you will receive an email notification instructing
you to log into ServiceNow and approve or reject the application. This notification is sent after the manager has approved
the request and will indicate what type of application it is (“Financial Systems Security Application”) and the employee
that submitted the request. If an application was completed on a user’s behalf by someone who is also that user’s manager,
it will skip the manager approval step and route directly to the DAF Administrator.

Steps to Review and Approve a Security Application

1

2

Log into ServiceNow using the link provided in the email

In the left-hand menu of ServiceNow click
on “My Approvals”. From the list of
security applications awaiting your
approval, click on the RITM number you
need to review. If you have multiple items
pending, you will need the RITM number
to differentiate the items on your list.

Once you click on the RITM number, a
copy of the application form will open for
your review. Information about the
application, who requested the access, and
who it is requested for is listed at the top.
As the DAF Administrator, you have the
ability to make changes to the access
requested directly in the form. If you need
to edit the department selections, at the
top of the form under Section 1.4, select

{ = Requested Item - RITM0048835 é)}

DAF Department

Arts & Sciences

Reload all department(s)inode(s)?
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“Reload”. This will reload all departments
in order to edit the application.

O

[| | Save

Save record and

Once you are done reviewing and making .E
. . Requested Item - RITMOD48761 4 V]
any necessary updates to the application,

click on “Save” to save your changes. You

can click on the back arrow in the upper R remanhee
left corner Of the request tO return tO your Additional Account Access for Procurement Transactions
approval hSt You can alSO SCI‘OH to the Note: Access to this role is for users who need to charge procurement transaction to non-expense accounts
bottom of the application to locate the
Approvers tab.
4 From the approval list or Approvers tab, (oo RS v e [ rp‘

click on the “Requested” link. An
approval screen will open. To approve the
request, click on “Approve”. To reject the
request, click on “Reject”. This will cancel il oy [EReim
the existing request.

pprover  acd5SB 0 (restedby jel0ls

=)

Summary of em being approved:

Description Price Quantity Tata

500 1 5000

5 Once approved, the application will be removed from your “My Approvals” queue, and sent to Central Finance for
training review (if training is required) and then to CUIT for processing. Applications that contain only roles with
no required training will be sent directly to CUIT for processing.

. . . . . i“
6 To customize the information that is listed on the “My Personalize List Columns
” . .
Approvals” tab, click on the gear screen in the upper left
. . . Available Selected
corner. Add or delete the fields that you wish to display.
Approval Column State
Approval Count ~ Approval for
Approval Journal Column Approval for. Short description
Approval source Approval for.Created By
Approver Group.Assignment Group
Approving Comments
Created by Created
v) Request v Due date
Expected start > o
Group
Iteration < "
Order

Process step
Rejection code
Source table

State binding
Tags
Updated v
Updated by
«~"| Wrap column text Compact rows Active row highlighting

+*| Modern cell coloring

~*| Enable listedit |.~| Double click to edit
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7 If there is a need to print an application, click in the gear in
the upper right corner of the application, scroll down . =1
and click on “Printer friendly version” e

Alt+Click Opens List Links in Form Pane
Date/Time

| Calendar | Time Ago | Both
Compact list dateftime

Split Layout

[ mone | vertcal | Horizontal

Related List Loading

| With the Form | After Form Loads | On-Demand

Theme

System v

(=) Printer friendly version

{% JavaScript Log and Field Watcher Vv
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