JOB AID ARC

Completing the Financial Systems Security Application

The Financial Systems Security Application is used by faculty and staff who need to request system access to any of the
Columbia University Financial Systems. The Columbia University Financial Systems Security Application can be found in
the ARC Service Center Service Catalog at https://columbia.service-now.com/navpage.do.

This application is used to request access for the following:

Accounting & Reporting at Columbia (ARC) Staples
Financial Front End (FFE) PSS
Financial Data Store (FDS) Legacy Systems: View Only (FAS, DARTS, AP/CAR, etc)

Procurement Card (P-Card)
Note: Access to People @ Columbia (PAC) is requested using the People@ Columbia Security Application

Application Workflow and Approvals

All financial security roles must be formally requested using the application and approved by both the user’s manager
and by the Departmental Security Administrator (DSA) for the School / Admin Unit to which access is being requested.

Training
Departmental Security Controller's Office Administrator CUIT Security/ DAF
Administrator Reviews & reviews "Special confirms completion Administrator sets
Approves Request Requests" of training up system access
requirements

Note: FFE and legacy system access is set up by the DAF Administrator directly in the FinSYS Security module of FFE.

User completes Financial Manager Reviews &

Approves Request

System Security
Application

Successfully Complete Required Training

A user’s security access will only be granted once all training requirements for a particular role have been completed.
The user will receive an email from the Finance Training Administrator describing the training process when security
access is requested. The user then needs to complete any required training before security roles are created.

Access the Application
The Financial Systems Security Application is available via the Finance Service Center Website.

1. Go to https://columbia.service-now.com/navpage.do and log in with your UNI and Password.
2. From the Finance Service Desk Homepage, either click the link to the Financial Systems Security Application
under the “Get Help” section of the homepage or click the “Service Catalog” in the left-hand menu.
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e [] Service Center Enhancements
Incidents View all items
[ My Service Requests
[& My Profile

[& My Approvals

Get help e
To get assistance, ask a question, or report an issue, please
log an incident by clicking on Create A New incident.

[ Create A New Incident

Get Services T

To request a service, please click the appropriate form below
and to complete/submit the Service Request form.
= Human Resources/Payroll Requests X
1 Overpayment Recovery

E1PAC Stop Payment

1 Pay Error/Correction

= Labor Accounting Requests
[ Cost Transfer

= Procurement Requests
£l Change Bill-To/Ship-To Address

1 Copy of a Check
1 Rush Payment

= Security Application Requests 2E
=1 Columbia University Financial Systems Security Application

L& llncan

= Quick Links
= A Homepage Introduction

= Finance Gateway

= My Columbia Portal

My Open Incidents

[ < |- Number | . Opened |
My Service Requests

| | - Number | Request [ fem |

I [@ RITM0011077 REQO011081 Cost Transfer yam2001

7 | Actions on selected rows.. =

+ Short Description

3.

From the Service Catalog menu, click on “Columbia University Financial Systems Security Application.”
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=] Overpayment Recovery
5] PAC Stop Payment

[ My Profile = Procurement Requests El Pay Error/Correction
E Change Bill-To/Ship-To Address - o
[Z] Copy of a Check et -
= Rush Payment I ] Columbia University Financial Systems Security Applicatio I
E Stop Payment =) T Pl Crrt T

B Labor Accounting Requests

El Cost Transfer
=] Salary Distribution & Addtional Compensation

0 the

Completing the Application

The Financial Systems Security Application is divided into six major sections, each of which is outlined below.

Section 1: User Information

Section 1 collects information on both the applicant (the user requesting access) and the manager, who will be the first

approver of the request.

1.1 General Information

This section is auto-populated, based on the user’s login to ServiceNow. Information on the applicant is pulled from the

University Directory.
1.2 Manager/Departmental Administrator Information
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Enter your manager’s UNI, or the person in your department who is responsible for reviewing and approving the roles
requested. Once the UNI is entered, the rest of the Manager’s information is auto-populated.

Section 1.2 -- Manager/Departmental Administrator Information

| Manager UNI

vam2001 Q8

IManager's Last Name

IKapIan

| Manager's First Name

IV\rgima

| Manager's Title

|I=) + Dicast

1.3 User Type
Enter your relationship to the University. If you are a Consultant/Temp or a Columbia Affiliate, you must enter both an

Access Begin Date and an Access Expiration Date.

e For Consultant/Temp: Access can only be requested for 3 months at a time
e For Columbia Affiliates: Access can only be requested for 12 months at a time

Section 1.3 - User Type =

IUser Type
& CU Officer © CU Support Staff ¢ CU Casual  Consultant/Temp ¢ Columbia Affiliate

Access Begin Date

| =

Access Expiration Date

I [l

1.4 Access Type
Enter the type of request. New User — no system access currently; Replace Access — delete existing profile and replace

with the new request; New Access — will be added to existing access; Delete User — remove all existing access.

Section 1.4 - Access Type =

Access Type
& New User € Replace Access (will replace all existing access) © Mew Access (will be added to existing access) € Delete User (all access will be
deleted)

1.5 Financial Security Administrator (DAF Administrator)
The DAF Administrator is the Senior Business Officer for the School / Admin Unit who is authorized to grant access to a

certain set of departments.
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DAF Administrator Department

IDema\ Medicine -- Sara Patterson & Maryann Wanner EI
Earth Institute -- David Dvorak & Paige Lyne

Environmental Stewardship -- Jacqueline Erickson & Georgia Pike

Facilities -~ David Greenberg, James Wang, Robert Sclis

Finance -- Jacqueline Erickson & Georgia Pike

General University — Jacqueline Erickson & Georgia Pike

Government & Community Affairs - Tiffany Scott

Select the School / Admin Unit and DAF Administrators for the departments to which you are requesting access. For
example, if you are requesting access to the School of General Studies, select General Studies from the menu.

Section 2: User Access
Section 2 lists the access roles for ARC, Staples, PSS, and P-Card.

2.1 Requisitions

Requisition Initiator: Available to all user types. The requisition initiator role allows user to create, update and or cancel
requisitions and change orders.

Receiver (only): Available to all user types. The receiver role is for users who will create and update receipts in ARC, but
will not perform any other requisition initiator functions.

Department Requisition Approver: Available only to University Officers. The requisition approver role will approve
requisition requests submitted against the departments to which the Approver has access. This role requires:

o Department —User must request at least one department for the Requisition Approver role. The
department level approval is based on the department charged in the voucher transaction.

User can select the department(s)/tree nodes for which he/she can approve transactions. Select as
many departments/nodes as required from the left column and click “add” to move them to the right
column. User can also select multiple departments and then remove the department(s) that is not
required by highlighting the department in the right column and clicking the “remove” arrow.

o Dollar Thresholds - Approvers must select the dollar threshold(s) that define the transactions he/she can
approve in ARC. Users may have multiple levels of approval, as they are not cumulative (i.e. if a user only

has the Department Voucher Approver $2,500 - $15,000, he/she will not receive any transactions in
his/her worklist that are between $0-$500 or $500-$2,500).

ulw[ OLUMEBIA UNIVERSITY

Rev. 7.9.2012



JOB AID ARC

=
|Roles
¥ Requisition Initiater (includes Receiver)
™ Receiver Only (if not Initiator)
[¥ Department Requisition Approver
=]

Department

Search

- LAV School of Law ~Tone—

WV General

WV General

WV School Administration
WV School Administration
W Academic Department: Law Add
W Academic Department: Law »

Library 4
enters & Programs Remove
\WW Centers & Programs
Administration
WV Centers & Institutes
General
- LAW Law Library

WY Instruction

Approval Dollar Thresholds
I 80 - 5500

[~ 5500 - 52.500

[C o2 500 c1500n

2.2 Vouchers
Voucher Initiator: Available to all user types. The voucher initiator role allows user to enter online vouchers for
payment. This role requires:

o Voucher Origin — select your voucher origin from the search menu. Your origin code is generally the
prefix of your administrative department. This assigns a default department to the transaction to
facilitate reporting and searching for transactions.

Voucher Origin: This is a required field when a user selects Voucher Initiator. Origin defines the department from which
the voucher is being created. Select the department (generally the level 6 departments) to which you belong.

Voucher Approver: Available to only University Officers. The approver role is for users who will review and approve
voucher transactions in ARC. This role requires:

o Department —User must request at least one department for the Voucher Approver role. The
department level approval is based on the department charged in the voucher transaction.

User can select the department(s)/tree nodes for which he/she can approve transactions. Select as
many departments/nodes as required from the left column and click “add” to move them to the right
column. User can also select multiple departments and then remove the department(s) that is not
required by highlighting the department in the right column and clicking the “remove” arrow.

o Dollar Thresholds - Approvers must select the dollar threshold(s) that define the transactions he/she can
approve in ARC. Users may have multiple levels of approval, as they are not cumulative (i.e. if a user only

has the Department Voucher Approver $2,500 - $15,000, he/she will not receive any transactions in
his/her worklist that are between $0-$500 or $500-$2,500).
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=
IRnIes IVnucher Origin
¥ Voucher Initiator IGNS - GNS General Stud ‘-"o 5]

[ Supplemental Voucher Approver
[¥ Department Vaucher Approver

| Department (Vouchers)

Search
470100% - GNS General - 470000X — GNS School of General Studies

4701101 - GNS General

470110% - GNS General

470200 - GNS Dean's Office & Admin
4702102 - GNS T

4702103 -- GNS Finance & Admin Add
4702104 - GNS Facilities /Space Plannin »
4702105 -- GNS General Admin

470210 - GNSE Planning & Administration 4
4702202 -- GNS Special Projs & Vet Affai Remove
4702203 - GNS General Special Projects

470220% - GNS Special Projs & Vet Affrs

470300X - GNS Enrallment Management

4703102 -- GNS Admissions

4703103 -- GNS Educational Finance

4703104 - GNS Commications

4703105 - GNS Operations

4703106 -- GNS General Enrollment =

Travel Advance/Travel & Business Expense Reimbursement (TBER) Approver: Available only to University Officers. The

travel advance/travel & business expense reimbursement approver is for users who are authorized to approve employee

reimbursements for travel and business expenses. This role requires:

@)

Department —User must request at least one department for the Travel Approver role. The department
level approval is based on the department charged in the voucher transaction.

User can select the department(s)/tree nodes for which he/she can approve transactions. Select as
many departments/nodes as required from the left column and click “add” to move them to the right
column. User can also select multiple departments and then remove the department(s) that is not
required by highlighting the department in the right column and clicking the “remove” arrow.

Dollar Thresholds - Approvers must select the dollar threshold(s) that define the transactions he/she can
approve in ARC. Users may have multiple levels of approval, as they are not cumulative (i.e. if a user only
has the Travel Approver $501 - $2,500, he/she will not receive any transactions in his/her worklist that
are between $0-$500 or greater than $2.500).
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|Roles
[CllTravel AdvancefTravel & Business Expense Reimbursement(TBER) Approves

Search

IDepartmenl (Travel)

—

470000X -
470100K -
4701101 -
470110X -
470200X --
4702102 -
4702103 -
4702104 -
4702105 -
470210K -
4702202 --
4702203 -
470220X --
470300X --
4703102 -
4703103 -
4703104 -
4703105 -

GMS School of General Studies
GHS General

GHS General

GHS General

GMS Dean's Office & Admin
GHSIT

GNS Finance & Admin

GNS Facilities /Space Plannin
GMNS General Admin

GNS Planning & Administration
GNS Special Projs & Vet Affai
NS General Special Projects
GNS Special Projs & Vet Affrs
GHMS Enrollment Management
GNS Admissions

GNS Educational Finance

GNS Commications

GNS Operations

| Travel Approval Dollar Range (Check all that apply)
I 50 - 5500
[ 5501 - §2.500
752501 - §30.000

Add
L
4

Remove

[

~Mone—

2.3 Additional Procurement Roles
SpeedChart Entry: Available to all user types. SpeedChart entry allows a user to create a shorthand key that designates
several ChartFields to be used for voucher entry.

Ad Hoc Procurement Approver: Available only to University Officers. Users with the Ad Hoc approval role can be
inserted into a requisition transaction. Ad Hoc approver does not replace the workflow approver, but rather is an
additional approver for the transaction.

2.4 Requestor Profile

The requestor profile provides information about the user that will be defaulted into the voucher and requisitions
transactions that he/she creates in ARC. Section 2.4 is required if user selects either Requisition roles (section 2.1) or

Voucher roles (section 2.2).

Ship-to Address Code: the default address that will be populated in requisition transactions. The ship-to address can be
modified in any transaction, but this will define the default when a user initiates a requisition. Click on the magnifying
glass to bring up list of all University addresses. You can search by street address to narrow your search. Once you
locate the code you want, click on the underlined ship to code and it will fill in the value on the application.
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ce-now, comjnapage.do ﬂ; https:/ fcolumbiatest.service-now.com;/?sysparm_target=I0%3A917c1079i ;IEIEI
| PACPRE & Sundial @@ Mew Coursed,  Ship To Codes ¥ Goto |Addi=ss 250 Q 1t 1% of 18 :I
e | P All> Address == 650
) = ) ) ]
em < GOMADISON 650 Madison Avenue Mew York City MNew York 10022
< BA0W16STHS 650 W 165th Street New York City Mew York 10032
I lravel Approval Uollar Range < 651-659W12 551-559. VW 125 Street Mew York City New York 10027
I 50 - §500 < BBSWHITEPL 686 White Plains Road Scarsdale ] MNew York 10583
et s % BIBWENDAVE 695 VW End Avenue MNew Yark City Mew York 10025
78501 - 2,500 & T0-ZMORNIN 70-2 Morningside Drive Mew York City  New York 10027
752,501 - §30.000 < TOIW1BETHS 701 W 168th Street Mew York City  Mew York 10032
[ 530,001 - 100,000 % T10W168THS 710 W 168th Street Mew York City New Yark 10032
< T22W1BETHS 722 W 168th Street Mew York City New York 10032
< TAMORNINGS 74 Morningside Drive Mew York City MNew York 10027
Roles < G0CLAREMON 80 Claremant Avenue Mew York City MNew Yark 10027
< B3HAVENAVE 53 Haven Avenue Mew York City Mew York 10032
I™ Speedchart Entry © B30THIRDAV 530 Third Avenue New York City  New York 10022
I Pracurement Approver < 90MORNINGS 90 Morningside Drive Mew York City  Mew York 10027
< 925WENDAVE 925 W End Avenue Mew York City Mew York 10025
< 949WENDAVE 949 W End Avenue Mew York City MNew York 10025
Ship-To Address Code < 950COLUMBU 950 Columbus Avenue Mew York City Mew York 10025
I—Oh < 975COLUMBU 975 Columbus Avenue Mew York City MNew York 10025
1 to 18 of 18
Qrigin Code
A
=
Funding Department
I (:}h

Origin Code: generally the prefix of your administrative department. This assigns a default department to the
transactions you create to facilitate reporting and searching for transactions. Click on the magnifying glass to pull up a
list of Origin Codes.

Funding Department: the default funding department that will pre-populate when you initiate a transaction. You can
always enter a new funding department on any individual transaction, this just defines the default. Click on the
magnifying glass to pull up the list of funding departments.

2.5 Procurement Card
P-Card Holder: A P-Card is a credit card issued to authorized University personnel, for payment of non-travel related
small dollar purchases (under $2,500 per transaction) of goods and services for use by the University.

P-Card Reconciler: The P-Card reconciler is responsible for reviewing and reconciling p-card transactions for either
his/her own p-card or for other user’s p-cards, as designated.

P-Card Approver: A P-Card approver reviews and approves the purchases made on a particular p-card in compliance
with all policies and procedures related to p-card. Note: P-card approvers cannot approve their own transactions.

P-Card Reviewer: User can log into ARC and view his/her transactions but cannot reconcile or approve the charges.

2.6 Staples
Staples Initiator: A staples initiator can purchase goods from Staples via the Staples online ordering website (E-Way).
This role requires:
o Default SpeedChart(s)-User must enter at least one SpeedChart to be setup in Staples for purchases.
Users may enter up to 10 default SpeedCharts. For information about what SpeedCharts are, please
refer to the job aid “Creating & Using SpeedCharts” Finance Gateway Training Catalog
(http://finance.columbia.edu/training-catalog).
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Staples Approver: An approver can approve Staples purchases in the E-Way system. User must list at least once
SpeedChart (and up to 10) that he/she will approve for in the system.

For all Staples Requests, please indicate at least one default speedchart

¥ Staples Initiator
[~ Staples Approver

I 6
[NEX 142701 |

|2 7
[NEX 200104 |

2.7 Physician Sales & Service (PSS)
PSS Initiator: User can purchase medical and surgical supplies and instrumentation from PSS. This role requires:

o Default SpeedChart(s)-User must enter at least one SpeedChart to be setup in PSS for purchases. Users
may enter up to 10 default SpeedCharts. For information about what SpeedCharts are, please refer to
the job aid “Creating & Using SpeedCharts” Finance Gateway Training Catalog
(http://finance.columbia.edu/training-catalog).

PSS Approver: An approver can approve PSS purchases. This role requires:

o Department—-User must select at least one department/node for which he/she can approve PSS
purchases.

o Dollar Thresholds — Approvers must select the dollar threshold(s) that define the transactions he/she

can approve in PSS. Users may have multiple levels of approval, as they are not cumulative.
=

|Department (PSS)

Search

120520X - FAC Campus Operations j 091010X _— RES Clinical Trials Office

162510X - CSV Columbia Health

B06190X —- EIM CIESIN

TOO710X - CMC CUMC VP Facilities Mgmt
TOOY30X - CMC CUMC Facilities Oper & Mc
T750110X - P&S General Add
TH50810X —- P&S Inst of Comparative Med
751010X —- ANE General

751020X -- ANE Administration 4
T51030X —- AME Clinical Operations Remaove
751040X - ANE Education

751050X - AME Research Operations
751210X - DRM General

751220X -- DRM Administration

751230X - DRM Clinical Operations

751240X -- DRM Education

T51250X -- DRM Research Operations
751410X - NBD General 4|

|Approva| Dollar Thresholds (PSS)
~ $0 - $500
~ $500 - $2,500
~ $2 500 - $15.000

2.8 Internal Transfer Journal Entries
Internal Transfer Initiator: Available to all user types. The Internal transfer initiator allows user to enter internal transfer
journal entries online or using the worksheet upload tool.
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Internal Transfer Department Approver: Available only to University Officers. The approval role is for users who will
review and approve Internal Transfer transactions for the departments to which the user has access. This role requires:

o Department —User must request at least one department for the Internal Transfer Approver role.

User can select the department(s)/tree nodes for which he/she can approve transactions. Select as
many departments/nodes as required from the left column and click “add” to move them to the right
column. User can also select multiple departments and then remove the department(s) that is not
required by highlighting the department in the right column and clicking the “remove” arrow.

IRoles

Search

I Intemnal Transfer Initiator
v Internal Transfer Department Approver

|Depar‘tment (Internal Transfer)

—

=

Ontions

510000X --
510100X -
5101101 --
510110X --
510200X --
5102102 -
5102103 -
5102104 -
5102105 --
5102106 -
5102107 --
5102108 --
5102109 --
510210X --
5102110 --
5102111 --
5102112 --
5102113 --

BUS Business

BUS School-General

BUS School-General

BUS School-General

BUS School Administration
BUS Dean's Office

BUS Admin Services

BUS Admissions

BUS Office of Student Affairs
BUS Samberg Inst

BUS Financial Planning
BUS Human Resources
BUS Exec MBA

BUS School Administration
BUS Operations

BUS Career Management
BUS Info Tech Group

BUS Doctoral Prgm

- —Mone-—-

Add
r
4
Remave

Bl

I " Require Segregation of Duties on all Internal Transfer Journal Transactions for this user

If you require segregation of duties for those users who have both the Internal Transfer Initiator and the Internal
Transfer Department Approver roles, click the segregation of duties box on the form. This will prevent the user from
approving the internal transfer transactions that he or she created.

2.9 Financials Inquiry & Reporting
Procurement Online Inquiry: Available to all user types. Role enables user to inquire, view queries and report on
requisitions, purchase orders, receipts, vouchers, payments and contracts. Users with a requisition or voucher role

should also have the procurement online inquiry.

ARC Online Reporting (includes FDS): Available to all user types. Role provides access to inquire and run reports in both
ARC and the Financial Data Store for journals, ChartField attributes, budget details, and project costing.

Both of the above roles require:

o Department* —User must request at least one department for the inquiry roles.
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User can select the department(s)/tree nodes on which you can inquire. Select as many
departments/nodes as required from the left column and click “add” to move them to the right column.
User can also select multiple departments and then remove the department(s) that is not required by

highlighting the department in the right column and clicking the “remove” arrow.

|Roles

¥ Procurement Online Inquiry
[ ARC Online Reporting (includes Financial Data Store)

™ Block Payroll Natural Account lines in financial repaorts (ARC/FDS — Mo COB reporting). Note: PAD access is

different and can be requested below

|Departments

Search

e

510100X -
5101101 --
510110X -
510200X -
5102102 -
5102103 —-
5102104 -
5102105 -
5102106 --
5102107 --
5102108 --
51021089 --
510210X -
5102110 --
5102111 --
5102112 --
5102113 --
5102114 --

BUS Schoal-General - 510000X — BUS Business

BUS School-General

BUS School-General

BUS School Administration

BUS Dean's Office

BUS Admin Services Add
BUS Admissions

BUS Office of Student Affairs

BUS Samberg Inst 4
BUS Financial Planning Remove
BUS Human Resources

BUS Exec MBA

BUS School Administration

BUS Operations

BUS Career Management

BUS Info Tech Group

BUS Dactoral Prgm

BUS Marketing & Communication = |

Block Payroll Natural Accounts: This role excludes payroll balances in all financial reporting. This will also restrict a
users’ ability to run COB reports. Blocking payroll natural accounts is different from PAD access; PAD access determines
who can see employee-level payroll detail and is applied for in section 3.4 of the Security Application.

*Note: Report access is typically granted based on department-level access to data. However, in certain circumstances,
reporting access can be given based on ChartField attributes rather than departments. If you need access by ChartField
rather than by department, please select the “ARC Online Reporting” role on this application and then please work with
your DAF Administrator to be added to the ChartField Report Distribution.
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Section 3: Financial Front End (FFE) Modules
Section 3 lists the access roles for the modules in FFE: Time Entry, Cash, Endowment, Budget Tool, and PAD. These roles,
if requested, will be set up directly by the DAF Administrator for your School / Admin Unit.

For all of the modules in FFE, there are four types of access available:
Inquiry — available to all users. User can view information but not create or approve transactions

Create/Modify/Delete — available to all users. User can create, modify and or delete transactions. Includes
inquiry.

Preliminary Approval (P) — Available only to University Officers. User can preliminarily approve transactions.
Includes inquire/create/modify/delete.

Final Approval (F) — Available only to University Officers. User can approve the transaction and commit the
transaction to the appropriate system for processing. Includes inquire/create/modify/delete/preliminary
approval.

3.1 Time Entry (Casual): Available to all user types. User can create/approve time entries for casual employees.

3.2 Time Entry (Support Staff): User can add or subtract pay for both union and non-union bi-weekly support staff
payrolls.

3.3 Time Entry (Union Weekly): User can add or subtract pay for weekly union staff payrolls.
All three of the above modules require node(s)/department(s) for the time entry roles

User can select the department(s)/tree nodes on which you can inquire/transact. Select as many departments/nodes as
required from the left column and click “add” to move them to the right column. User can also select multiple
departments and then remove the department(s) that is not required by highlighting the department in the right column
and clicking the “remove” arrow.
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Roles

" Casual Time Entry Inquiry Only
I~ Casual Time Entry Initiator (Create/Modify/Delsete)

FFE Approver (P:Preliminary F:Final)
e
rF

Roles

I~ Support Staff Time Entry Inquiry Only
™ Support Staff Time Entry Initiator (Create/Madify/Delete)

FFE Approver (P:Preliminary F:Final)
P
mF

|Reoles
I Time Entry Weekly Inquiry Only
= Time Entry Weekly Initiator (Create/Modify/Delete)

FFE Approver (P:Preliminary F:Final)
e
[

IDepartments

Search

=)

510000X -- BUS Business -
510100X -- BUS School-General
5101101 BUS School-General

--None--

3.4 PAD (Payroll Detail Reporting Information)
PAD is necessary in order to see payroll detail in FDS reports. This is highly sensitive information and should only be

requested if needed.

PAD (Department) Inquiry Only: Allows a user to see detailed payroll data in reports.

PAD Initiator (Create/Modify/Delete): Allows a user to make detailed payroll updates in the payroll module of the

Budget Tool (Note: the payroll module of the Budget Tool will be available in October, 2012).

Both of the above roles require:

O

'ﬂiu LOLUMBIA

Department — You must request at least one department to which you need access to view payroll

detail.

User can select the department(s)/tree nodes on which you can inquire. Select as many
departments/nodes as required from the left column and click “add” to move them to the right column.
User can also select multiple departments and then remove the department(s) that is not required by

highlighting the department in the right column and clicking the “remove” arrow.

NIVERSITY
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Section 3.4: PAD (Payroll Detail Reporting Information)

|Roles

" PAD (Department) Inguiry Only
I PAD Initiator {Create/Modify/Delete)
™ PAD Inquiry for ChartField Security Only

MNote: PAD Inifiator role allows user to budget detailed payroll in the payrell medule of budget fool. Must also have Budget Tool Initiator.

|Departments (PAD)

Collection
Search |

510000X -- BUS Business o --None--
510100X -- BUS School-General

5101101 - BUS Schoal-General

510110X -- BUS School-General

510200X -- BUS Schaool Administration

5102102 - BUS Dean's Office Add
5102103 - BUS Admin Services >
5102104 -- BUS Admissions

5102105 - BUS Office of Student Affairs 4
5102106 - BUS Samberg Inst Remove
5102107 -- BUS Financial Planning

5102108 -- BUS Human Resources

5102109 - BUS Exec MBA

510210X -- BUS Schaool Administration

5102110 —- BUS Operations

5102111 — BUS Career Management

5102112 -- BUS Info Tech Group

5102113 —- BUS Doctoral Prgm |

PAD Inquiry for ChartField Security Only: This option allows a user who has reporting for only ChartFields (no
departmental reporting access) to view payroll detail for the specific project(s)/initiative(s)/segment(s) to which the user
has access. Please see page 8 of the Security Handbook for more details.
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JOB AID ARC

3.5 Budget Tool
The Budget Tool is used for entering and revising departmental budgets. It can also be used as an inquiry tool to view

current and previous year. Depending on the roles selected (inquiry only, initiator, final approver) user can view, enter
and approve project budgets on non-grant project accounts (in addition to fiscal year budgets).

All of the budget tool roles require:

o Department —User must request at least one department for the Internal Transfer Approver role.

User can select the department(s)/tree nodes on which you can inquire/transact in the budget tool.
Select as many departments/nodes as required from the left column and click “add” to move them to
the right column. User can also select multiple departments and then remove the department(s) that is
not required by highlighting the department in the right column and clicking the “remove” arrow.

Roles

[~ Budget Tool Inquiry Cnly
™ Budget Tool Initiator (Create/Maodify/Delete)

|FFE Approver (P:Preliminary F:Final)

P
mF

|Departments

Search

510000X -- BUS Business B
510100X -- BUS School-General

5101101 - BUS School-General

510200X -- BUS School Administration

5102102 -- BUS Dean's Office

5102103 -- BUS Admin Services Add
5102104 -- BUS Admissions »
5102105 -- BUS Office of Student Affairs
5102106 -- BUS Samberg Inst

5102107 -- BUS Financial Planning Remove
5102108 -- BUS Human Resources

5102108 -- BUS Exec MBA

510110X -- BUS School-General
1510210X — BUS School Administration

3.6 Endowment Term Sheets
This grants access to the endowment term sheets which contain key terms and restrictions for the University’s

endowment accounts. This role requires a user to select the department(s)/tree node(s) to which the user requires
access. In addition to the Security Application, users must also complete the Endowment Administration and Compliance
training class to obtain access. For more information see http://www.endowmentadmin.columbia.edu/.
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Section 3.6: Endowment Term Sheet =

Roles
" Endowment Inquiry Only

Departments
List
Search [
510000X - BUS Business = —~Mone—

510100X -- BUS School-General

5101101 - BUS School-General

510110X — BUS School-General

510200X -- BUS School Administration

5102102 -- BUS Dean's Office Add
5102103 - BUS Admin Services »
5102104 - BUS Admissions

5102105 -- BUS Office of Student Affairs 4
5102106 - BUS Samberg Inst Remove
5102107 -- BUS Financial Planning

5102108 -- BUS Human Resources

5102109 -- BUS Exec MBA

3.7 Cash Module
The Cash Module is used to record all cash and checks received by the University.

All of the cash module roles require:
o Department —User must request at least one department for the cash module role.

User can select the department(s)/tree nodes on which you can inquire. Select as many
departments/nodes as required from the left column and click “add” to move them to the right column.
User can also select multiple departments and then remove the department(s) that is not required by
highlighting the department in the right column and clicking the “remove” arrow.

Roles

™ Cash Module Inquiry Only
™ Cash Module Initiator {Create/Modify/Delete)

|FFE Approver (P:Preliminary F:Final)

Cp
F
|Departments
Search
510000X -- BUS Business - --None--

510100X -- BUS Schoal-General

5101101 -- BUS School-General

510110X -- BUS Schoal-General

510200X -- BUS School Administration

5102102 - BUS Dean's Office Add
5102103 - BUS Admin Services >
5102104 -- BUS Admissions

5102105 -- BUS Office of Student Affairs 4
5102106 — BUS Samberg Inst Remove
5102107 — BUS Financial Planning

5102108 -- BUS Human Resources

5102109 - BUS Exec MBA

510210X -- BUS School Administration

5102110 -- BUS Operations

5102111 - BUS Career Management

5102112 - BUS Infa Tech Group

5102113 -- BUS Doctoral Prgm |

Teller

[ Teller {Student Financial Services only)

[~ Temporary Teller (Student Financial Services only)
[~ Teller Manager (Student Financial Services Only)
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JOB AID ARC

There are three roles in the cash module that are reserved for Student Financial Services staff only:

Teller (Student Financial Services Only): Allows user to verify and approve cash receipts batches received from other
departments.

Temporary Teller

Teller Manager: Allows user to verify and approve the cash receipts batches approved by the teller before the cash
receipts for the day are deposited to the bank.

Section 4: Special Requests
Section 4 lists the access roles that require special review and approval from the Controller’s Office.

4.1 Voucher Approver High Dollar Thresholds
Select the additional dollar thresholds and node(s)/department(s) to which you require access.

Thresholds

™ 500,000 - 1,000,000
™ $500,000 - $2,000.000
™ $500,000 - $5,000.000
I~ $500,000 - 510,000,000
[~ 500,000 - Unlimited

Departments

Search

5501101 - LAV General = -MNone--
5502102 - LAW Admin & Finance

5502103 - LAW Admissions

5502104 — LAV Bldg Services

5502105 - LAW Business Office

5502106 -- LAW Career Senices Add
5502107 -- LAW Columbia Law Review (L 9)
5502108 -- LAV Dean's Office

5502109 - LAW Development 4
5502110 - LAW Financial Aid Office
5502111 - LAW Grad Legal Studies

»

Remaove

4.2 Travel Voucher Approver High Dollar Thresholds
Select the additional dollar thresholds and node(s)/department(s) to which you require access.

4.3 Requisition Approver High Dollar Thresholds
Select the additional dollar thresholds and node(s)/department(s) to which you require access.

4.4 Procurement Segregation of Duties
In certain limited circumstances, a user may be able to both initiate and approve a requisition or voucher. If you believe
this applies to you, select the Accounts Payable or Purchasing Segregation of Duties.

I"';L"'[ OLUMBIA UNIVERSITY
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4.5 ChartField Request

Roles
[~ Bypass
[T Bypass

Accounts Payable segregation
Purchasing segregation of duties

Select this option if you need to submit a request to create new or modify existing ChartFields in ARC. These requests

will all be routed to the appropriate approver in your School/Admin Unit and then to the Controller’s office for review

and creation in ARC.

4.6 General Journals

General Journal Entry: Enter or copy journals online. Transactions are directly against the balance sheet.

General Journal Entry Approver: User can approve journals online. Transactions are directly against the balance sheet.

This role requires:

o Department —User must request at least one department for the General Journal Entry Approver role.

User can select the department(s)/tree nodes for which he/she can approve transactions. Select as
many departments/nodes as required from the left column and click “add” to move them to the right
column. User can also select multiple departments and then remove the department(s) that is not
required by highlighting the department in the right column and clicking the “remove” arrow.

Roles

[~ General Journal Entry
[¥ General Journal Approver

lJournal Entry Approver for the following department{s)itree node(s):

Search

—

010000X —
010200% —
0102102 —
010210 ~
010300X —
0103102 —
0103103 -
010310X -
0103202 -
010320% -
010400X -
0104102

0105102 -
010510% -
010600X -
0106102 -

President Admin

FPRE President

PRE Office of the President

FPRE President

COM Comm & Public Affairs
COM EVP Comm & Public Affairs
COM Comm & Public Affairs Adm
COM Comm & Public Affairs
COM Publications

COM Univ Publications

UPE Programs & Events

UPE University Prgms & Events
UPE Programs & Events

BDS Ombuds

BDS Ombuds Office

BDS Ombuds

TRU Trustees

TRU Trustees

j ~None--

Add
]
4

Remove

[~

Segregation of Duties applies on all General Journal Entry transactions. A user cannot approve the same journal entries

that he/she creates.

4.7 Department/Central Special Roles:

There is a set of special roles that apply only to users within Columbia Technology Ventures (CTV), Alumni and

Development (OAD) and Student Financial Services (SFS). If you in one of the above departments and require this role,

select the appropriate role in this section.
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Departmental Cash Account Initiator: User can enter cash transactions into ARC.
Departmental Cash Account Approver: User can approve cash transactions into ARC.

Both of the above roles require a department associated with the transactions:

|Roles
¥ CTV
[~ OAD
" SFS
" Department Cash Account Initiator
¥ Department Cash Account Approver

Departments (Cash Account Approver)

Search
010000X - President Admin jl --Nane--

010200X -- PRE President

0102102 -- PRE Office of the President

010210X -- PRE President

010300X - COM Comm & Public Affairs

0103102 -- COM EVP Comm & Public Affairs Add
0103103 - COM Comm & Public Affairs Adm

010310X - COM Comm & Public Affairs

0103202 - COM Publications d
010320 - COM Univ Publications Remave
010400X - UPE Programs & Events

0104102 -- UPE University Prgms & Events

010410X - UPE Programs & Events

010500X - BDS Ombuds

|2

Special Business Unit Access: If you require access to a business unit other than the standard Columbia business unit (for
example Reid Hall or Kraft Center) then select the additional business unit required from the drop down list.

Special Business Unit Access

- None — =l

- None --
AGENC - Other Agencies Fiice use only)
AMERI - American Assembly
CAPTL - Capital Projects
COCIN - Columbia Ophthalmalogy Consult =
COLUM - Columbia University
CUBUS - HR PAC AP Business Unit
CUCIP - Center for International Programs
CUELI - Columbia Consol Eimination BU

TRTRTa] fol leolib

Bank Account Department: This is for controller’s office use only, when a user has requested a department cash account
role.

4.8 Recharge Centers:
Certain departments are eligible to be recharge centers, meaning that internal transfer transactions entered bypass
normal workflow.

Grant Recharge Center Initiator: the internal transfer transactions can charge grant accounts. User must enter the
license number(s) for the recharge center.
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Non-Grant Recharge Center Initiator: the internal transfer transactions will bypass normal workflow, but cannot be
entered for grant accounts. User must enter the recharge center department. This department should be the level 8
department to which the monies are being transferred. Click on the magnifying glass next to the Recharge Center
Department field and a pop-up window will appear. You can search for the appropriate department by typing the
beginning of the department number into the search field at the top of the window.

Bank Account Departme /2 https:/ /columbia.service-now.com; ?sysparm_target=I0%3A8e28090d8 =
I— Funding Departments ~ Go to |Requester Profile Funding Department =] Q 1
» Al
e} 3
|Roles < 7543805 -- PSY Mental Hith Srve R&P Clinl PSY Mental Hith Srve R&P Clinl
< 4840102 -- GSA Astronomy (ASTR) GSA Astronomy (ASTR)
;Sg?”éf;ﬂihégi;ggta < 7566405 - PHY Gogos Lab PHY Gogos Lab
< 5010402 -- ARH Historic Preservation ARH Historic Preservation
License Number for Grai © 7567302 -- DBM Rsch DBM Rsch
< 8233101 -- Cll General Cll General
< 5210105 - ENG APAM Centers ENG APAM Centers
< 7920401 -- CDM Hospital Dentistry General CDM Hospital Dentistry General
< 4860102 - GSA Inst Comparative Lit & Soc GSA Inst Comparative Lit & Soc
< 5216105 -- ENG MECE Centers ENG MECE Centers
< 7920301 - COM Growth & Development Gener CDM Growth & Development Gener
< 5060106 -- ARH Studio X Rio ARH Studio X Rio
IRecharge Center Depart . 7574305 .. 4S8 Califano Lab JSB Califana Lab
Q, | © 0112403 - CGC East Asia in Beijing CGC East Asia in Beijing
< 7576302 -- IHN Education Operation IHM Education Operation
< 0510414 - ATH Light Rowing ATH Light Rowing
Roles 2 1625110 -- CSV GHAP CSV GHAP
< 5502116 - LAW Sacial Justice Initiative LAW Sacial Justice Initiative
I Advanced ARC Reporti ., 4206105 . FAC Pub Safety It FAC Pub Safety It
S TINNTANA MM Carcilitine Cin 8 Admin A Cacilitine Cin @ Adpin
] /] [” ]

4.9 Advance ARC Reporting:
Advanced ARC Reporting is a special reporting role that can be requested for certain users who require access in ARC to
create their own queries using PS Query.

Section 5: Historical Data

Section 5 lists the legacy systems and data that are available as read only to users. These roles, if requested, will be set
up directly by the DAF Administrator for your School / Admin Unit. Legacy systems and data are based on FAS
departments, and therefore the department selections for all of the roles in this section of the application form are the
old department numbers, not the new ARC nodes/departments.

For all of the data and systems listed below, department(s) must be selected to define the data on which you can
inquire.

5.1 Data Warehouse Reporting (Historical Data)

Financial Accounting (FAS) Data: General ledger data
PAD Access: Select if you need payroll detail for historical general ledger reporting

Labor Distribution (LDS) Data: Labor Accounting information
Include Salary Information: Select if you need payroll detail for historical labor accounting information

AP/CAR: Invoice inquiry available through canned reports only

Purchasing Data: through canned reports only

I"';L"'[ OLUMBIA UNIVERSITY
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5.2 Read Only Access to Legacy Systems

BUD/DARTS: Departmental Advance Reporting and Tracking System. General Ledger and Payroll reports

Cash Module: Historical access to the cash module for transactions prior to FY13 (FAS departments and FAS accounts)
Journal Entry: FFE access for transactions prior to FY13 (FAS departments and FAS accounts)

IDI: Internal Transfer access for transactions prior to FY13 (FAS departments and FAS accounts)

Requisition: Change Order and Vendor Management access for transactions prior to FY13 (FAS departments and FAS
accounts)

Time Card: Time Entry access for transactions prior to FY13 (FAS departments and FAS accounts)

WebSAF: Salary Accounting (salary distributions and additional compensation) access for transactions prior to June 2011
(FAS departments and FAS accounts)

AP/CAR: Accounts Payable Controlled Analytical Review. Access for transactions prior to FY13 (FAS departments and FAS
accounts)

5.3 Special Requests for Historical Data Access
Enter any special requirements for your access here. It will be reviewed by the DAF Administrator prior to the set up of
your historical access and reporting roles.

Section 6: Terms of Agreement
Please read the terms of agreement outlined on the Security Application and click “I have read and agree with the above
statement”.

Submitting the Application

Once you have completed all necessary sections of the application, and agreed to the terms of agreement, scroll to the
top of the service request and click “Order Now”.

(€] o

Access Request Process: Order this ltem
This is a combined application for a user to gain access to the any of Columbia University's financial systems. Delivery time 1 Day

%  Order Now

A handbook is available which is designed to assist faculty and staff i the schools and departments who need to either request or
approve system access to any of the Columbia Unfversity Financial svstems. You can access the Finance Security Handbook via the
Finance Gateway at: [http:/finance colmnbia edu/content arc-system-application-form]

Please complete the steps below to complete and submit vour request for system access. All security role requests must be
approved by both the requestor's manager and the Departmental Security Administrator (DSA) for the School / Admin Unit

Steps to Request Financial System Access:

1. Review the Finance Security Handbook and consult with vour manager before completing this application to ensure that
vou apply for the correct system access.
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Once you submit your request, you will be presented with an “Order Status” screen. Please ignore this screen it is
delivered functionality and does not reflect the timeframe or any other information about your request.

You will receive an email confirming your submission. In that email is a reference number you can use in Service Now to

check on the status of your request:

From: Columbia University Services [columbia @service-now. com] Sent: Sun 7/8/2012 11:17 PM
Ta: vam2001@columbia.edu
Ca
Subject: Service Request REQO011032 has been opened
-
Hello, m

This message is to notifyv vou that vour Service Request for Columbia Universitv Financial Svstems Security
Application (REQ0O011082) has been opened.

We will be in touch with you shortly once we reach a satisfactory resolution.

Fegards.
Finance Service Desk
Columbia University

Ref:MSG0331428

4]

Tracking the Progress of Your Application

In ServiceNow, click on “My Service Requests”, to view the status of your request. The reference number provided in
your email will help you identify the request if you have more than one service request submitted.

a e :
Typefiter A AZ ¥ | Requested ltems ~ Go to [Number - Q 1 to2of 2
Self-Service S » All= Request Requested by = vam2001

2y Homepage = o @ G @ o

L Senvice Catalog [~ 0 RITMD011077 REQU011081 Cost Transfer vam2001 Approved Open
E"Frefte New Incident | ~ 5 RTM0011078 | REQ0011082 IColumbia University Financial Systems Se. vam2001 Requested  Open

I P@My Service Reques I r Iﬂ.ct\cns on selected rows j 1 1o 2 of 2

L&l My Profile
[& My Approvals

Once you have submitted your application, an email will be sent to your manager, entered in section 1.2. He/she will
review the request and if approved, it will be sent to the DAF Administrator selected in section 1.5.

Changes Requested to Your Application

If your manager requires you to make updates/changes to your request, you will receive an email with the subject “Your
security access request needs updates prior to approval. Please review and resubmit,” and the Task State of your
service request will change to “Awaiting User Info”.

Requested ltems ~ Goto[Number 7] Q 1 to 2 of 2
*» All=Request Requested by = vam2001
& = ] ] a ] el
M @ RMTM0011077 REQ0011081 Caost Transfer vam2001 Approved Open
I~ 0 RTMO011078 REQO011082 Columbia University Financial Systems Se..  vam2001 Requested | Awaiting User Info
r IA.ctwcns on selected rows j 1 to20of2
A

Giw_"['ult'u:u  UMIVERSITY
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Click on the Number for your service request, and you will be able to review and edit any of the sections of your security
application. Once you have made any necessary adjustments, click on “Re-Submit For Approval” in the upper right
corner of the application form.

[€ERequested ltem Update Re-Submit For Approval i 4
| Number: |RITM001 1078
[tem: |Co|umb\a University Finar Q, [@
Task State IAwaiting User Infa 'l
 Approval: [requested -]
Delivery Plan Status for:
Close notes: % g
Variables
Department
Finance vl
Section 1: User Information
Section 1.1: General Information ==
Juni
vam2001 Q e
Last Name

Approving Financial Systems Security Applications — The Manager

When a user in your department requests access to any of the financial systems using this application form, and lists you
as the manager to approve the request, you will receive an email from Columbia University Services with the subject
“Request REQ### Approval Request.
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From: Columbia University Services [columbia @service-now,com] Sent: Sun7/8/201211:08 AM
To wam200 1@columbia. edu
e
Subject: Request REQ0011050 Approval Request
r

If vou are the manager receiving this email to approve a Financial Systems Security Application or People @ Columbia (PAC) Security Application,
please review the attached PDF. If changes need to be made to the request, clicking "reject” will send the form back to the applicant for more
information.

Service Request: Columbia Universitv Financial Svstems Securitv Application
Eequested By jh3233

1
Click Here to View PDF Summarv I
Comments:
2 =
Click here to approve REQ0011080
=
Click here to reject REQO011080
3
L) 2 L s L Vi ) O = 5 S

Click here to view Request: LINK

Ref:-MSG0331279

4

Steps to Review and Approve the Request:

1. Review the request: Click on “Click Here to View PDF Summary”. This will open a new window with a PDF
version of the request for your review.

2. Approve the request: If no changes are required, click on “Click here to approve REQ###”. This will open a new
email window. All you need to do is hit send. This will tell the workflow system to notify the DAF Administrator
and DAF Deputy that a service request is pending their review and approval.

I,/E'\ = L " = Re:REQO011080 - approve - Message (HTML) fr 3 - = Xx

G

oy
) Message Insert Options Format Text Adobe PDF

Calibri |12 ~|[A AT = -|[==5] 335 =717 ,"J 0 = v =2~ ‘y
EE] =9 B ¢
Paste B - uw|[®r- A -|= e Address Check Follow Spelling
v 4 i Book Mames =0 3 -
Clipboard = Basic Text ] Names Include Options 1 || Proofing

From... | [

—

To.. [columbia @service-now.com
Send
Ce... [
Subject:  [Re:REQO011080 - approve

» 51

Ref:MSGO531279

3. Recycle the request: If after reviewing the PDF application, you require the user to make changes to his or her
request before submitting it to the DAF Administrator for review and approval, click on “Click here to reject
REQ##t”. This will open a new email window. Enter the changes you wish the user to make into the email and
then hit send. This will generate an email notification to the user with your comments on what to change. It will
also update the status of the service request for the user to “Awaiting User Info”.
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Re:REQD011079 - reject - Message (HTML)

(OayH9 6 -
Wi

Message Insert Ciptions Format Text Adobe PDF
j ' Calibri w12 -||A AT SSH @j] (==
P || |(Soe I[E= /8= o) |5F sk Address Check e Foll
aste ress | ollow
= \; |2~ é ~||I= Book Mames (P2 Up~
Clipboard = Basic Text Pl Mames Include Options

jl =X

(7]
3~ s&
?
Spelling
F& || Proofing

From..

columbia @service -now.com

LLL

I
|
|
Subject: IRe:REQ0011079 -reject

Hi Mavra —

Please malke the following adjustments to vour security request:
1. Woucher approval limit should be $300.000.

I will stop by to discuss.

Ref:MSG0531271

5]

4. Resubmit: Once the user has made the requested updates, he/she will resubmit the application and you will
receive another email and can begin the review process again.
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